ABSTRACT As many security solutions integrated with various technologies have been proposed against eavesdropping attacks, technical advances for adversaries can also pose a serious security threat. This paper considers a problem of smart eavesdropping attacks on multiple-input-multiple-output wiretap channels for a legitimate transceiver. We present a smart eavesdropper model and a cooperative jamming solution between transceivers that can control the jamming signal power to achieve the optimal secrecy performance. In particular, for practical applications, our proposed solution considers the residual self-interference from the full-duplex receiver and the limited cancellation capability of the smart eavesdropper. We derive the secrecy outage probability in general and smart eavesdropper cases, and show numerical results and secrecy regions for evaluation. As a result, our proposed solutions can improve the secrecy performance significantly by exploiting the full-duplex receiver and the cooperative jamming strategies with the sophisticated power control according to power expenditure.
I. INTRODUCTION
links nor inject additional interferences on the channel. However, recently, in the active eavesdropper model [19] eavesdroppers are no longer considered being resourcelimited (e.g., antenna resource, power, and signal processing capability) or passive in the wiretap channel. For instance, smart adversaries using the full-duplex scheme perform eavesdropping and pilot contamination attacks simultaneously to disturb the CSI exchange between transmitters and receivers [20] . Spoofing relay attacks [21] , which operate the full-duplex scheme with simultaneous signal reception and relaying, can significantly improve the information leakage rate over previous eavesdropping models. Moreover, surprisingly, the enhanced eavesdroppers exploiting the aid of multiple antennas can eliminate the jamming signals of the transmitter efficiently [22] . A MUSIC-like algorithm [23] and a Hyperplane Clustering algorithm [24] were proposed to separate jamming interferences from signals by using orthogonality between them.
With the advancement of the eavesdropping techniques, we now encounter a new problem: if a smart eavesdropper with advanced RF circuit technologies and abundant resource-based computing can be realized, it will cause severe security problems through eavesdropping attacks of high performance. For example, the channel estimation process [25] of the legitimate nodes through training symbol exchange and feedback channels may help to achieve close to channel capacity, but on the contrary, may be very vulnerable to smart eavesdroppers who can overhear the channel. In particular, if a smart eavesdropper can obtain the full CSI of the legitimate wireless channel, it may nullify the existing security solutions such as secure beamforming, transmission/reception diversity, and friendly jamming. Hence, for more challenging security problems we need to consider enhanced eavesdropper models, which have sufficient resources such as multiple antennas, fast signal processing capability, and enhanced computing power.
B. CONTRIBUTIONS
The contributions of this paper can be summarized as follows:
• We investigate security problems and solutions, depending on the capability of eavesdroppers that are either passive or smart. We propose a cooperative jamming scheme to countermeasure attacks from smart eavesdroppers that can cancel the jamming signal and listen to the confidential data signal.
• Due to the self-interference by the additional jamming transmission at the receiver, we consider establishing proper power allocation between a transmitter and a receiver with the limited power budget.
• Our secrecy performance is evaluated regarding a tradeoff between the cancellation capability of smart eavesdroppers and the self-interference of jamming receivers. Finally, we analyze the performance of the cooperative jamming strategy on the secrecy region.
The remaining of this paper is organized as follows: Section II presents the eavesdropper models of passive and smart cases and the full-duplex receiver. Section III shows the derivation of the secrecy outage probability (SOP) in both eavesdropper cases. Section IV presents cooperative jamming strategies. Section V analyzes numerical results and presents a secrecy region according to riskiness of each eavesdropper. Finally, Section VI concludes the paper. 
II. SYSTEM AND EAVESDROPPER MODEL A. SYSTEM MODEL
We consider a MIMO wiretap channel where the transmitter Alice communicates with a legitimate receiver Bob while an eavesdropper Eve hears the confidential data signal transmitted by Alice as shown in Fig. 1 . The channels are assumed to be quasi-static Rayleigh fading with zeromean complex Gaussian noise. All the channels experience slow fading with the same fading block length, implying that fading coefficients remain constant during the transmission of the entire signals. We also assume that the full channel state information between Alice and Bob, independent of the eavesdropper channel, is exchanged by training/feedback and transmission protocols. Matrices H AB ∈ C N A ×N B , H AE ∈ C N A ×N E and H BE ∈ C (N B −1)×N E represent channels from Alice to Bob, Alice to Eve, and Bob to Eve, respectively. In practice, neither Alice nor Bob can know Eve's CSI. To increase the received signal strength, Bob uses a selection combining (SC) scheme [26] , while Eve uses a maximal ratio combining (MRC) scheme with multiple (N E ≥ 2) antennas [27] . Alice is equipped with N A (≥ 2) antennas. Bob has N B (≥ 2) antennas, of which the selected single antenna is for receiving the best-quality signal and the remaining N B − 1 antennas are for transmitting additional jamming signals to Eve. The selected antenna i by the SC scheme that maximizes the received instantaneous SNR can be written as
where h AB,k ∈ C N A ×1 represents the kth column of H AB .
B. EAVESDROPPER MODEL 1) PASSIVE EAVESDROPPER
In a practical scenario, eavesdroppers are usually passive and silent to hide their espionage behaviors. Against eavesdropping attacks, we can use the friendly jamming 32946 VOLUME 6, 2018
strategy [11] , [28] , in which artificial noise is transmitted in addition to the confidential data signal to degrade the channel quality of the potential eavesdroppers. The transmit signal from Alice x(n) ∈ C N A ×1 takes a structure of
where s (n) is the confidential data signal with the power of
represents the normalized beamforming coefficients. Here, w(n) is the artificial noise (AN), given by
where ω k is an orthonormal beamforming coefficient toward the null space of h H AB,i i.e., h H AB,i w (n) = 0, with (·) H denoting a transpose-conjugate operation, and J k (n) represents a noise generated according to an independent and identical Gaussian distribution N 0,σ 2 JA /(N A − 1) . Hence, the artificial noise with the power of P JA = E w(n)
JA lies in the null space of the legitimate channel. We consider the instantaneous power constraints at the transmitter as follows:
where P T ,A is the transmission power budget at Alice. Since h H AB,i w (n) = 0, the artificial noise can be cancelled at Bob, and its received signal becomes
where d is the distance between Alice and Bob, a is the path-loss exponent, and n B (n) ∼ CN 0, σ 2 n is the complex additive white Gaussian noise (AWGN). The received signal by passive Eve, on the other hand, can be expressed as
where n E (n) ∼ CN 0,σ 2 n and Eve performs the MRC scheme to combine the receiver signals. Note that the friendly jamming noise does not affect Bob's received signal but degrades Eve's [11] , Therefore, Eve cannot successfully decode the confidential data signal s(n) when the effect of artificial noise from (3) is large.
2) SMART EAVESDROPPER
So far, previous work has assumed that most eavesdroppers are resource-limited and there is no correlation between the main channel (H AB ) and the eavesdropping channel (H AE ). Moreover, passive eavesdroppers could not avoid or defend the friendly jamming. This modeling of the limited malicious nodes motivates to consider enhanced eavesdropping attacks on the feedback of CSI between transmitters and receivers. Here, we introduce a smart eavesdropper, which can mitigate the friendly jamming impact by using antenna techniques or signal processing. In our model, Alice transmits the friendly jamming signal lying in the null space of the Bob's channel. This strategy is valid only when Eve cannot intercept the CSI of main and eavesdropper channels. Hence, if Eve can obtain the main channel information (H AB ) as well as that of the eavesdropper channel (H AE ), she can easily decode confidential data without much interference. We assume that the smart eavesdropper has a capability to extract all the channel information because pilots and training symbols of the standardized commercial equipment can be exploited [25] . The three-phase eavesdropping attack protocol in Fig. 2 can be described as follows:
• In phase 1: Eve estimates the channel information of H AE by eavesdropping pilot symbols broadcast from Alice.
• In phase 2: Eve can also estimate the main channel information (H AB ) by eavesdropping feedback information from Bob (e.g., CSI or modulation coding scheme feedback). Hence, Eve can estimate the null space matrix of the main channel, used for friendly jamming from Alice.
• In phase 3: Although Alice transmits the friendly jamming signal and the confidential data signal at the same time for secure communication, Eve can decode the confidential data signal through jamming cancellation by utilizing CSI of both H AB and H AE . The impacts of passive and smart eavesdropping on the secrecy performance are contrasted in Fig. 3 . The capability of general eavesdroppers is mostly compromised by artificial noise jamming, while an advanced eavesdropper can easily obtain confidential information without jamming interference. Light shading with high values of secrecy outage probability (SOP), which will be mathematically defined in subsection III-B, represents bad secrecy performances in most areas of Fig 3(b) . Hence, for this critical threat of the smart eavesdropper, the previous friendly jamming scheme cannot guarantee communication secrecy, which motivates a new countermeasure.
First, we consider an ideal smart Eve case which can know full CSI of all nodes. The received signal by the ideal smart Eve can be expressed as
where H H AE w (n) of (6) is canceled by utilizing both CSI of H AB and H AE . The artificial noise can no longer compromise the eavesdropper that can perfectly intercept both full CSI. However, contrary to eavesdropping on pilot signals or training symbols, it may be very difficult to listen to the feedback channel (H H AB ) perfectly from a practical standpoint. Eve may not perfectly cancel the friendly jamming interference due to the limited eavesdropping capabilities such as channel estimation errors, subtle frequency offsets, different characteristics of RF components, etc. Then, after the jamming signal cancellation, there can be residual jamming interference as
whereh AB is the estimated channel of h AB and is the residual jamming interference ratio (0 ≤ ≤ 1).
The received signal by the practical smart Eve with > 0 can be expressed as (9) which is reduced to the ideal case of (7) with = 0. Since both ideal and practical models of the proposed eavesdropper are assumed to be sufficient to mitigate friendly jamming, we need a new physical layer security solution to counteract severe security threats. We will explain this in the following subsection.
C. ADDITIONAL JAMMING STRATEGY USING FULL-DUPLEX RECEIVER
The friendly jamming strategies have been designed for communication secrecy with less degradation of performance at a legitimate receiver such as the friendly jamming beamforming [11] , [29] and the precoding design of multiantenna transmission [30] . However, these solutions need CSI between Alice and Bob for successful friendly jamming. Hence, this channel dependency has rather made the system vulnerable to smart eavesdropping attacks. Consequently, existing friendly jamming techniques can no longer be a valid solution for enhanced malicious nodes with all channel information such as smart eavesdroppers. We thus consider additional cooperative jamming transmission at Bob to degrade the Eve performance over the Bob-Eve channel H BE . The eavesdropper is generally unable to cancel this jamming since it is not easy for the eavesdropper to acquire the information on H BE . Specifically, the fullduplex jamming receiver transmits jamming signals while receiving the confidential data signal using the full-duplex technique at the same time [17] , [18] . We consider the average jamming power constraint at the receiver as
where the jamming noise J B (n) ∼ N 0, σ 2 JB and P T ,B is the power budget for additional jamming. However, the additional jamming transmission via full-duplex techniques causes an undesired feedback loop from the receiver output to the receiver input through self-interference channel h BB . Theoretically, self-interference can be canceled perfectly down to the level of the noise floor [31] , [32] . However, in practice, the cancellation cannot be perfect and a certain level of the self-interference remains due to the estimation error of the self-interference channel, non-ideal operation of digital-to-analog converter (DAC), and amplifier nonlinearity [33] . The average residual loop interference after self-interference cancellation is expressed as [34] , [35] .
whereh BB represents the channel estimation error of h BB and β is the average residual self-interference ratio (0 ≤ β ≤ 1) after cancellation [36] - [38] . By substituting (11) for average residual self-interference, the power of the received signal at Bob in (5), P B , can be expressed as
We note that the value of β is determined based on the hardware and self-interference cancellation techniques after the jamming strategy is established. Then, the jamming power is allocated according to the value of β. We emphasize that the transmitted jamming power is related to the value of β, not to channel change, showing how we should perform jamming power allocation at the receiver. Moreover, the selfinterference from excessive jamming power at the receiver can lead to performance degradation of the secrecy communication link. Therefore, to establish optimal friendly jamming strategies, we should consider the impacts of the jamming power and the self-interference jointly at the receiver. We will discuss the impact of self-interference and the corresponding secrecy performance in Section IV.
III. ACHIEVABLE SECRECY PERFORMANCE
In this section, we evaluate the secrecy performance under two scenarios of general and intelligent eavesdropping, assuming that smart eavesdroppers can nullify friendly jamming signals from the transmitter. We model the signal to interference plus noise ratios (SINR) of the main channel and the wiretap channel in our model, derive the probability density function (PDF) and the cumulative distribution function (CDF) to define secrecy capacity, and make an analysis of the secrecy performance.
A. PRELIMINARIES
Let P K ,ij denote the transmission power. Here, K represents a type of the transmit signal among confidential data signal (S), jamming from Alice (J A ), and jamming from Bob (J B ), and ij stands for a link between Alice to Bob, Alice to Eve, Bob to Bob, and Bob to Eve, respectively (i.e., AB, AE, BB, BE). For notational simplicity, we define the normalized power values as
where the normalizing factors are the path loss and the AWGN component with variance σ 2 n . Then, the instantaneous SINR at Bob can be written as
where ζ ij represents the channel gain h ij 2 between node i and j. The instantaneous SINR of the passive (P) Eve is
where the passive eavesdropper is fully affected by the transmitted friendly jamming. On the other hand, the smart eavesdropper can eliminate the friendly jamming from Alice, so that the instantaneous SINR at the smart Eve can be written as
Note that if = 1, we can also see the additional jamming effect of Bob in the passive Eve case. We will compare effects of additional jamming with conventional jamming from Alice in Section V. The secrecy capacity can be used to assess the security of the legitimate user from Eve, defined as the difference between the main channel capacity C B = log 2 (1 + B ) and the wiretap channel capacity C E = log 2 1 + (i)E of passive Eve (i = P) and smart Eve (i = S). Therefore, the secrecy capacity is expressed as [3] 
where (x) + = max(x, 0). In the presence of fading, these capacities can be modeled as random variables that vary with the instantaneous SINRs.
B. SECRECY OUTAGE PROBABILITY
The SOP, introduced to measure the secrecy performance of wireless communication [3] , [4] , is defined as the probability that the secrecy capacity is less than a target secrecy rate η, expressed as
Since P[C S < η| B ≤ (i)E ] = 1, the SOP can be expressed as (similar to [4] )
where F B (·) is the CDF of B and f (i)E (·) is the PDF of (i)E . In this section, we assume that the smart Eve uses the MRC scheme [27] with the eavesdropping channel gain (ζ AE ) between Alice and Eve, and ζ BE follows the chi-square distribution. Note that Eve cannot estimate the channel state between Bob and Eve as there is no transmission of pilots and feedback messages. We then derive the SOP in the presence of smart eavesdropper as follows.
Lemma 1: In the presence of smart eavesdropper, the SOP is obtained by
where ψ i , i = 1, 2, 3, are given by
and ψ i is the derivative of ψ i , given by
Proof: See Appendix for the complete proof. In the passive eavesdropper case without additional jamming at Bob, the SINR of Bob in (14) can be expressed as B = P S,AB ζ AB and the SOP can be derived with β = 0 in (20) . Note that the SOP in (20) does not have a closed form expression, but it can be numerically obtained by computing softwares such as Matlab or Maple.
IV. COOPERATIVE JAMMING STRATEGIES
In order to improve the secrecy performance through cooperative jamming with the transmitter, we now discuss a power allocation strategy between Alice and Bob and the achievable secrecy performance according to the type of eavesdroppers. For successful collaborative jamming with Alice, Bob should simultaneously perform friendly jamming transmission and successful decoding of the received signals. As the jamming power increases at Bob, the successful decoding probability can decrease due to the self-interference while the eavesdropping probability is degraded as well. Therefore, in this section, we determine the transmission power for the confidential data and the jamming signal at Alice and Bob, so as to minimize the SOP with the limited power budgets in (4) and (10) . We also consider different eavesdropper models. Our power allocation problem can be formulated as
where P T ,A and P T ,B are the power budgets at Alice and Bob, respectively. The non-convexity of the power optimization problem in (27) makes it difficult to obtain a solution for power allocation. We can find the optimal points of (27) through brute-force search for different types of Eve by adjusting the discretized level of variables. We define the two jamming strategies: Alice's jamming only (AJ) and cooperative jamming (CJ) of Alice and Bob. To guarantee high secrecy performance, we establish power allocation strategies with the constraints of the average residual self-interference ratio (β) and the remaining jamming interference ratio ( ).
As aforementioned, since the passive eavesdropper cannot cancel the jamming signal, we can easily achieve communication secrecy by using only AJ without the help of Bob's jamming transmission. Moreover, the CJ transmission of the receiver in case of β = 0 can help to enhance the secrecy performance while self-interference at the receiver may not be perfectly canceled for β > 0 due to unstable spatial suppression and imperfect time domain cancellation. Hence, we should consider a proper power allocation strategy of CJ for passive eavesdroppers.
The smart eavesdropper can cancel the null-space jamming of the transmitter by eavesdropping the CSI of the main channel. Since the jamming strategy of the TX jammer can no longer improve the secrecy performance, we should achieve secrecy with the help of our proposed CJ scheme (i.e., a receiver-assisted scheme). However, the receiver that performs data signal receptions and jamming transmissions can experience poor reception performances because it cannot completely cancel self-interference, described in subsection II-C. Therefore, the receiver needs to adjust the jamming power (P JB ) appropriately based on the amount of transmission power (P S , P JA ) of the transmitter and the selfinterference effect in (11) from receiver jamming. In order to establish a cooperative power allocation strategy for smart eavesdroppers, we compare the influences of the average residual self-interference (β) of Bob and the cancellation capability ( ) of the eavesdropper in subsection V-A.
To build the same jamming strategy with a half-duplex receiver, one needs an external jammer (Charlie) that should be precisely synchronized with the transmitter. The friendly jamming of the external jammer requires secret key predistribution between Bob and Charlie, causing additional security vulnerability and cost increase. On the other hand, the full-duplex cooperative jammer in our model can be costeffective since it there is no need of an external jammer.
V. NUMERICAL RESULTS
In this section, we assume that the three nodes (Alice, Bob, and Eve) are located at the same distance between each other (i.e., D AB = D AE = D BE ), and verify the friendly jamming efficiency with the target secrecy rate η = 0.1 [4] . In the numerical analysis, the numbers of node antennas are assumed to be N A = 2, N B = 2, and N E = 3, respectively, and the power budget of the receiver is set to P T ,B = 50 mW, which is 50 % of the transmitter power P T ,A = 100 mW. 
A. SECRECY PERFORMANCE 1) PASSIVE EAVESDROPPERS
In the passive eavesdropper case, Fig. 4 shows secrecy performances under different self-interference effects by the transmitted jamming power level (P JB ) at the receiver. The optimal results of the AJ scheme with P JB = 0 have been numerically obtained. One intuitive solution of giving an additional secrecy margin to the legitimate receiver can lead to different results depending on the amount of the residual selfinterference. Fig. 4(a) shows that additional jamming (P JB ) by the receiver is always helpful due to no residual selfinterference on the receiver. Hence, the secrecy performance improves and Alice can save the power consumption of P JA at the expense of P JB . The optimal points of jamming to signal ratio (JSR), which is defined to be P JA /(P S + P JA ), head to the bottom left with the increase of the JSR. We see that the objective in (27) is a decreasing function with respect to P S . Therefore, it is optimal to allocate all the remaining power of P T ,A − P JA to P S , always making the power constraint of the transmitter active at P S + P JA = P T ,A . On the contrary, Fig. 4(b) presents that even a small amount of the residual self-interference by receiver jamming can cause considerable degradation of the secrecy performance. For JSR > 20 %, the secrecy performance of the CJ is worse than that of the AJ because the residual self-interference is stronger than the received signal power from Alice to Bob. The optimal points move differently from those of Fig. 4(a) . Therefore, in order to use the CJ scheme effectively, a countermeasure must be taken to eliminate the self-interference in advance and a CJ strategy between Alice and Bob should be established. 5 shows one of the advantages of friendly jamming: the secrecy performance does not depend on the eavesdropper channel gains. Fig. 5(a) illustrates that the secrecy performance improves according to the increasing channel gain VOLUME 6, 2018 ζ AB at the receiver. On the other hand, in Fig. 5(b) , even if ζ AE increases up to 5 dB compared with ζ AB , the outage probability seldom changes. This is because the receiver power levels of both the data signal and the jamming signal go up according to the increase of the eavesdropper channel gain. Therefore, the passive Eve, which is not a compelling threat, can be easily mitigated through a jamming transmission at the transmitter as in most previous work. On the other hand, it will be challenging to protect from powerful eavesdroppers, which will be a more practical scenario in the future [40] , [41] . 
2) SMART EAVESDROPPERS
In the ideal smart eavesdropper case of = 0, Fig. 6 shows the difference of outage probabilities due to the selfinterference effect between AJ and CJ schemes. When the jamming power increases over most ranges of JSR, the outage probability of the AJ scheme stays at higher than 0.8 due to the perfect cancellation capability of the ideal smart eavesdropper, which concludes that the AJ scheme shows worse secrecy performances than the CJ scheme in general. Nevertheless, the CJ scheme may suffer from self-interference even after cancellation at the receiver. For example, the average residual self-interference of β = 1 % with P JB = 50 mW increases the secrecy outrage probability by more than 1.5 times compared with the case of no self-interference of β = 0. In both cases of β = 0 and 1 %, stronger jamming signals should be transmitted at the receiver, and then lower outage probabilities can be achieved. The best power allocation strategy is to set as P S = P Max T ,A , P JA = 0, and P JB = P Max T ,B , but usually infeasible due to the limited power budget of transceivers.
In the practical smart eavesdropper case of = 10 %, Fig. 7 compares secrecy performances based on the optimal power allocation of (27) without and with self-interference: β = 0 in (a) and 1 % in (b). Each star ( * ) marker represents the minimal outage point with a different amount of P JB . Fig. 7(a) shows lower outage probability values than Fig. 7(b) due to the ideal receiver jamming performance with no residual selfinterference. On the contrary, Fig. 7(b) shows that the outage probability is affected by self-interference significantly, even with a small amount of the average residual self-interference, β = 1 %. In this case, the best power allocation strategy is P S = 14 mW, P JA = 86 mW, P JB = 50 mW, obtained by (27) . In both cases (a) and (b), the optimal points move to right down gradually, implying that the transmitter can achieve the same secrecy performance with the help of P JB to make up for the decreasing amount of P JA .
The improvement of secrecy performances is much less significant in Fig. 7(b) than (a) because the increase of P J 2 can do harm in the form of self-interference. Therefore, in the practical smart eavesdropper case, it is essential to consider self-interference for efficient power allocation between Alice and Bob in the cooperative jamming strategy. Next, we will discuss the power expenditure, considering the selfinterference effect at the receiver, the jamming cancellation capability of the eavesdropper, and the path loss in the secrecy region.
B. SECRECY REGION
In the previous subsection, we observed achievable secrecy performances according to the eavesdropping capability and the self-interference residuals under the fixed deployment of nodes (i.e., D AB = D AE = D BE ). Here we evaluate the secrecy region as the eavesdropping attack point changes with the path-loss exponent a = 4. We assume a two-dimensional plane, where Alice is located at (0, 0) and Bob at (2, 2). We set the average residual self-interference at β = 1 % and the residual jamming interference at = 10 %. The best power allocation strategy of P S = 14 mW, P JA = 86 mW, and P JB = 50 mW is used. Average channel gains are assumed to be ζ AB = ζ AE = ζ BE = 1, to focus more on the impact of Eve location changes.
Note that in the practical condition we do not know exactly where the eavesdropper is located and what the channel state is. However, from results of this section, we can obtain the information of which areas are more vulnerable to security, helping to establish an effective friendly jamming strategy. If we can estimate a suspicious location of a malicious node, we can enhance the secrecy performance through an advanced jamming scheme which can adapt jamming signals based on the instantaneous channel gains [42] . Fig. 8 shows the secrecy regions of the AJ and CJ schemes in the presence of the passive eavesdropper. Fig. 8(a) illustrates better security performances as the Eve location moves away from Alice. With the AJ scheme, Alice transmits jamming signals and confidential messages together, so that the closer the Eve is to Alice, the more degradation the security suffers from. To countermeasure this, it is necessary to increase jamming power or to use the cooperative jamming technique. Fig. 8(b) shows the secrecy region using the CJ technique, which can cover a wider area with the improved security, compared with AJ. It is interesting to observe the outage probabilities near to the source (Alice) higher than those of the AJ scheme in Fig. 8(a) . Nevertheless, the degradation of the security performance due to self-interference does not mean an increase of the eavesdropping rate because the self-interference effect due to receiver jamming decreases the SINR of Bob only. In order to increase the channel capacity of Bob, we should consider a more advanced selfinterference cancellation technique. Nevertheless, the degradation of the secrecy performance due to self-interference does not mean an increase of the eavesdropping rate because the self-interference effect due to receiver jamming decreases the SINR of Bob only. In order to increase the channel capacity of Bob, we should consider a more advanced selfinterference cancellation technique. Fig. 9 shows secrecy regions with security differences of AJ and CJ schemes in the smart eavesdropper case. In Fig. 9(a) , most areas are threatened seriously, unless the eavesdropper is far enough away from Alice. We can see that it is very difficult to achieve security from the enhanced eavesdropping attack and an additional jamming scheme should be considered to reinforce the AJ scheme. Fig. 9(b) shows the improved secrecy region by using the AJ scheme together with additional jamming. In this case, the secrecy performance around Bob is similar to the passive eavesdropper case of Fig. 8(b) . We can see that the CJ scheme can enhance secrecy performances near Bob. It is difficult to improve outage probabilities near Alice, but realistic places for eavesdroppers to conceal may be near Bob. Hence, the proposed solution is reasonable for providing security, and a more sophisticated power control will be required to support the self-interference cancellation capability.
C. POWER EXPENDITURE
From the results of the previous subsection, we realize that the better cancellation capability of the eavesdropper requires VOLUME 6, 2018 FIGURE 9. In case of smart eavesdropper, comparison of secrecy regions of (a) AJ and (b) CJ scheme (β = 1 % and = 10 %).
more jamming power at the receiver. However, because stronger jamming power at the receiver causes a stronger self-interference impact, we should plan power expenditure considering both β and for optimal power allocation in the limited power budget. Fig. 10 describes the change of the optimal power expenditure to minimize the outage probability according to the selfinterference effect of Bob and the cancellation capability of Eve. Our simulations are performed in the condition of the fixed node locations with D AB = D AE = D BE . We assumed = 10 % and 0 ≤ β ≤ 2 % in Fig. 10(a) , and β = 1 % and 0 ≤ ≤ 30 % in Fig. 10(b) .
To reduce the computational cost of the brute-force search, we discretize P S , P JA and P JB , which decide the complexity in solving (27) . In Fig. 10 , the simulations were performed with the discretized level of 1 mW in the total power budget (0 ≤ P S + P JA ≤ 100 mW , 0 ≤ P JB ≤ 50 mW ). Even if the levels were further refined (e.g., 0.1 mW), only the computation time increased without improving results much. Hence, our brute-force search can find the optimal solution in reasonably low complexity. Fig. 10(a) illustrates how the power allocation of the fullduplex jamming receiver should be performed from the point view of a system when the residual interference increases. The increase of P JA reduces P S in terms of the limited power budget in (4) and the self-interference from P JB degrades secrecy performances. It is observed that with β ≥ 1.4 %, the additional jamming power (P JB ) should be reduced to less than a half of the power budget at the receiver because the impact of the average residual self-interference is more significant than the obtained secrecy performance by using P JB . Fig. 10(b) shows that the eavesdropper can be mitigated with less jamming power (P JB ) required. In case of = 0, the best strategy of power allocation to minimize the outage probability is only using P S and P JB without P JA , since the eavesdropper can perfectly cancel the jamming signal (P JA ).
On the other hand, in case of > 0, the JSR of the transmitter maintains almost 86 % regardless of P JB and . Thus, we can conclude that the additional jamming with high power does not always obtain desirable secrecy results.
The cooperative jammer in practice may require fast calculation of β and high capability of the self-interference canceller, which is costly with feedback overhead. Therefore, the system designer may have to sacrifice performance to reduce cost and complexity. The capability of selfinterference cancellation is another important parameter to determine the real system performance. In an experimental level [31] , it is possible to cancel up to -110 dB, indicating that our solution using full-duplex technology can be implemented in Wi-Fi networks.
VI. CONCLUSION
We have investigated the impact of passive and smart eavesdropping attacks in the MIMO wiretap scenario for physical layer security. Intelligent eavesdropping attacks can cause a severe security problem because the smart eavesdropper can cancel friendly jamming by stealing the CSI between legitimate nodes. To solve this problem, we have proposed the CJ strategies that optimize power allocation between the transmitter and the receiver. This receiver-assisted scheme significantly increases the secrecy performance of the entire system because the eavesdropper cannot obtain the CSI of Bob to Eve. We have demonstrated the efficacy of the proposed solution through the evaluation of secrecy regions even in the presence of the smart eavesdropper. However, excessive jamming power can lead to secrecy performance degradation due to residual self-interference. The analysis of power expenditure has shown the requirement of sophisticated power allocation schemes with self-interference into consideration.
One interesting future work is to evaluate our proposed method through a real test-bed based on the full-duplex system in the limited power scenarios such as sensor networks, military communications, and cellular networks. The proposed solution can be also extended to the multiple cooperative jammer scenario by taking into account the interference power increase, different self-interference cancellation levels, and performance degradation of legitimate receivers due to multiple jamming signals.
APPENDIX

Proof of Lemma 1:
In (19), we first derive CDF of B in the presence of smart Eve as [26] 
where i is the index selected by the SC scheme in (1).
To derive the PDF of (S)E , we first obtain the CDF of (S)E as F (S)E (γ E ) = P P S,AE ζ AE P JA,AE ζ AE + P JB,BE ζ BE + 1 < γ E = P ζ AE < γ E P JB,BE ζ BE + γ E P S,AE − γ E P JA,AE
where h (ζ BE ) = γ E P JB,BE ζ BE +γ E P S,AE −γ E P JA,AE
. From (29) , the CDF of (S)E can be derived as
By applying the binomial expansion to (31), we can derive the CDF of F (S)E (γ E ) as (32)- (34) , as shown at the top of the next page. Finally, according to the gamma distribution formula with the gamma function (·), the outage probability in (29) can be written as
where ( 
where ψ i , i = 1, 2, 3 are in (24)- (26) . From (16) , γ E cannot be greater than in (20) . Therefore, by plugging (28) and (36) in (19), we obtain the SOP in (20 
